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CHAPTER 1

THE HACK

THE RUMBLE OF THE APPROACHING N TRAIN echoed through the
subway tunnels. Commuters, standing at the platform’s edge, began leaning out
to glimpse the train’s light peeking out from around the bend. Others stood idly
playing with their phones, reading books, or thumbing through papers in advance
of the workday. But one woman, her face illuminated in cobalt, sat on a bench,
hunched over her laptop screen.

The train arrived on the platform like a riot. The doors opened, and a mass of
bodies exchanged places. Those who got off clamored towards the stairs leading up
to the street, while those onboard pressed themselves into some uninhabited nook
of humanity and held on. The doors of the train closed following a loud “ding,” and
the train lurched back into motion, continuing its journey beneath the city.

However, the woman on the bench did not move. A dozen trains had come and
gone while she sat there, but she paid as much attention to the bustle as a beach-
goer would to the waves and rising tide. Instead, she continued to clack away on her
keyboard, engrossed in her work, ignorant to the goings-on around her.

As the train moved out of earshot, the woman stopped to scrutinize the con-
tents of the screen in front of her. Two hundred and eighty-seven words, honed like
a knife, filled the page of her word processor. She silently mouthed the words to

herself, weighing each sentence and tonguing each letter’s subtle edge. The cursor



blinked impatiently, awaiting its next command, but she was satisfied. There was
nothing left to write, so she exported the document as a PDF to her desktop. The
computer’s clock read 8:51 AM; she had managed to buy herself a few moments of
reprieve. Relaxing her focus, she noticed a growling in her stomach and the onset of
a caffeine-deprived headache.

“Soon,” she muttered to herself, coaxing her stomach silent. Self-care was often
the sacrificial lamb when deadlines were tight, and today ended up being no excep-
tion to the rule.

The platform twice more filled and drained of commuters. Not one of them
paid the woman on the bench any mind as she worked on what appeared to be a
mundane, pre-workday task. At one point a man sat down next to her and pulled a
computer out of his bag to do a bit of work between train rides. He was off again on
another train as quickly as he had arrived, without as much as a glance in her direc-
tion. It wasn’t uncommon to see people using the 5™ Avenue 59" Street N station’s
notoriously reliable but often congested public Wi-Fi to squeeze a bit of work in
during their commute. While a mobbed Wi-Fi network might be problematic for the
average user, the woman sitting on the bench selected this station, and Wi-Fi net-
work in particular because it afforded her the anonymity she needed. She glanced
at the clock on the computer. Six minutes past nine. It was time to begin.

She went to work like a machine, toggling her virtual private network (VPN),
opening her Tor browser, turning on Wi-Fi, and connecting to the public network
incognito. Rattling at her keyboard once again, she navigated to the target web
page, logged in with stolen account credentials, and uploaded the document to the
cloud. She paused, considering the risk one last time. She wondered what repercus-
sions would come, and whether she would be able to keep herself out of the fray.
Putting those fears aside, the muscles in her hand fired, sending the document out
into the nexus. The first domino had fallen.

Another train pulled into the station, and this time, as the mob poured out of the
cardoors, she was subsumed by the crowd which flowed up the stairs like a torrent

to the street.

"Avirtual private network (VPN for short) allows users to send and receive data across the Internet securely.
In other words, they simulate the function of connecting users directly to private networks. Among other
benefits, VPNs protect identity and allow users to safely and remotely access company networks.
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OPEN WI-FI AND CHANNEL FACTORS

esearch from social psychology suggests that people have a tendency to take a
given action when environmental factors either eliminate constraints or guide
behavior toward that action.! Simply put, people do things when they are easy
to do. Social psychologists call these catalyzing environmental factors CHANNEL

FACTORS because they have a tendency to ‘channel’ people’s actions.?

Commonly-used public Wi-Fi networks, like the one accessed by the woman on the
bench, represent a potentially dangerous type of channel factor. Open Wi-Fi networks
channel people into connecting to them because they require no authentication to join.
Some users may only be needed to select the Wi-Fi network to join, while others may
connect automatically because of the existing security settings on their devices. How-
ever, while this ‘channel’ is convenient for the average computer user, it also presents

an opportunity for hackers.*

The real risk of open Wi-Fi networks is that hackers can position themselves between
the network and users and execute a man-in-the-middle (MITM) attack, redirecting all
network traffic through their computer before it goes on to the router. Doing so allows
hackers to see all the information heading out into the Internet, including communica-

tions, personal information, and web traffic.

Device manufacturers hoping to reduce the likelihood that users will put themselves at
risk should make connecting to open networks a little more hassle-filled. By developing
more gating mechanisms such as forcing the user to acknowledge the security risks be-
fore joining, or turning off the functionality that allows users to connect automatically,

it may be possible to nudge users away from using insecure networks.

Regardless, the next time you choose to connect to a public Wi-Fi network, remember

thatif it’s easy for you, it’s easy for the bad guy.




MAN IN THE MIDDLE
ATTACK

I. Gary Jones

To: Hannah Williams

Subject: Meeting
Hi Hannah,

Let me know if
tomorrow at 10am

still works for you to Password:
discuss the new .
Firecracker96

)

&>

budget for next year.

I

Server

Attacker

IT WAS 10:27 AM and Damien’s office phone was ringing off the hook. News
outlets from around the country had started calling him just after 10:00 AM to
confirm the validity of a press release CapitalCorp had supposedly crossed over
the wire, which was news to Damien. But the journalists, whose calls he stopped
picking up altogether around 10:15, all said the release came from his CapitalCorp
communications team. From the TV in his office, he gleaned, to his horror, that news
outlets were already reporting on a lie that it was now Damien’s job to squash. A
reporter, who appeared to be somewhere in the Stock Exchange building, was
saying, “CapitalCorp’s CEQ is stepping down following an admission of multiple in-
stances of sexual misconduct in the office, the misuse of company funds to pay off
the victims, and an associated accounting cover-up to hide his offenses.” Multiple
news outlets were citing statements from his team, but no one on his staff seemed
to know where those comments originated.

Damien’s cell phone vibrated in his jacket pocket. CapitalCorp’s CEO, James

Robinson, was calling him directly.
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“What the hell is going on?” James spat.

“I have no idea,” Damien said. “They’re saying we issued a press release, but we
never—"

“You need to figure it out and get out in front of this!”

Damien ran the names of the communications staff through his head, wondering
who in his department could have done something like this. “James, is there any
truth here? You know if there is, you need to tell me so | can do my job.”

“Whose side are you on? Of course, none of it is true!”

“James, we'll figure this out. It’s obviously a mistake.”

“Obviously?” James was incredulous. He groaned. “My wife’s calling. Damien, |
have a thousand other calls | need to make right now. You need to get rid of this—
yesterday!” The line went dead.

Damien slowly tilted his head into his hands. On the television, a market analyst
was yelling “sell now,” his backdrop a cartoonish line graph of CapitalCorp’s plum-
meting stock price. Damien racked his brain for where the press release came from,
how it got sent out without crossing his desk, and who was talking to reporters. He
shook his head and picked up his phone to call Dana, CapitalCorp’s Chief Informa-
tion Security Officer (CISO), about his audit request.

“We couldn’t find any outgoing emails that looked fishy, but it does look like
your department’s VolIP lines weren’t accepting any inbound calls from around 9:15
to 10:00 AM,” Dana told Damien. “It doesn’t feel like a coincidence. In any event, I'll
keep the team on this and let you know as soon as we find something.”

The next call Damien made was to ExchangeWatch, the newswire service that
published the release in the first place. If the release didn’t originate internally,
ExchangeWatch was the prime suspect. The phone rang several times before Amy
Miller, the CEO and Damien’s primary point of contact there, picked up.

“We're figuring it out, and are five minutes from publishing a public retraction.
We don’t know how the release was authorized or by whom—no one seems to be
able to recall ever seeing it cross their desks, but we’re going to figure this out—"

“Amy—"

“m waiting for the IT team to come back with an audit of all outgoing releas-
es so we can figure out who sent this. | should have that on my desk in the next
ten minutes—"

“Arny—"
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“Damien, | know, we’re doing our best over here, but you have to give me a few

more minutes. I know that we should have called you as soon as we realized what
happened, but we're trying to figure it out. We run a tight ship over here, Damien,
we don’t falsify the news, that’s for other outlets to do, but that’s not the business
we’rein.”

“Amy!”

“Damien, I've got to run and take care of this,” she said, “I'll call you back when |
have more information.” She hung up.

Even if someone over at ExchangeWatch sent out the release, Damien sensed

that there was something else going on. How did the press get a comment from
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his team if no one could have received a call? Regardless, the first thing he needed
to do was to slow down the spinning of the story before the whole thing got out of
hand. He sat back down at his computer to type up a public statement, but before
he could start, he was interrupted by a knock. His assistant stood in the doorway
with a furrowed brow.

“They’ve called an emergency meeting in the executive suite.”

“Right. Thank you.”

Damien pushed away from his desk, grabbed his laptop, and made a beeline for
the elevators. Inside, he pressed the upper right button for the executive suite, and
the car began to climb through the floors. Before the elevator arrived on the top
floor, the phone in Damien’s breast pocket vibrated again. He pulled it out to find a
text from Amy.

“We found him.”

ideas42 // 7



CHAPTER 2

PEOPLE, NOT COMPUTERS

REBECCA COZIED INTO HER LIVING ROOM COUCH with a cup of
coffee unfurling morning paper across her lap. The cover story, which read “One-
two punch: what we know about the hack of CapitalCorp and ExchangeWatch,”
provided little more than a timeline, and some speculation about the nature of the
attack that had occurred a few days prior.

It was apparent from the article that ExchangeWatch had been very forthright
with the press. The article’s author had included some interview excerpts with
ExchangeWatch’s higher-ups, including their IT director who had gone so far as to
name the poor editor whose account was appropriated for the attack. CapitalCorp,
on the other hand, was extremely reticent about their side of the story. In fact, the
reporter had only eked two statements out of the corporate behemoth. The first
being a bland declaration from the communications department that the organi-
zation was “looking into any impropriety” on their side in cooperation with federal
agencies, while the second was a carefully worded proclamation from the com-
pany’s CEO about the spurious nature of the claims and his dedication to his firm
and family.

While the article was sparse on details, the attack itself was of interest to Re-
becca. When people think about cyber-attacks, they often imagine some hooded

basement dweller coding their way into a network’s hardware or software systems,



but this attack clearly showed how an attacker could use something like a press
release to ‘hack’ people’s perceptions instead. As Bruce Schneier, one of the fathers
of modern cryptography once wrote, “Only amateurs attack machines. Profession-

als target people,” an adage Rebecca often found herself repeating like a mantra in

polite conversation.

P

A

However, as Rebecca recalled, this attack was not the first of its kind. Rebecca
remembered a story her daughter, Sarah, had told about a similar attack against
a company called Emulex Corp. in 2000. A fake press release caused the markets
to lose confidence in the firm, sending the company’s stock into freefall. However,
once the press release was revealed to be fake, the stock price rebounded, and fed-
eral agents caught the perpetrator twenty-four hours later. As Sarah put it, “it was a
smart attack, playing the public like that, but the guy was an idiot for not covering
his tracks well enough.”

Realizing that she hadn’t spoken to Sarah since before the attack, Rebecca got

up from her perch in the living room to give Sarah a call. Sarah worked as a security
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analyst for CapitalCorp and had likely spent most of the past few days and nights
poring over audit reports to make sure her team didn’t miss anything. Rebecca qui-
etly hoped that she’'d be able to get a bit more information out of her daughter than
what the reporters had managed to dredge up. However, before she could finish
dialing her daughter’s number, an incoming call came through from an unknown
caller. Rebecca picked up and put the receiver to her ear.

“Rebecca Saxon?” A baritone voice asked across the line.

“Yes, this is she. Who is this?”

“Hello Ma’am, this is agent David Kepler of the FBI’s Cyber Division. | was given
your contact information by one of my colleagues, agent Toni Anette, with whom |
believe you're acquainted?”

“Yes, I've done a fair amount of work for Toni in the past. What’s going on today,
agent?”

“We’re currently conducting an investigation, and | was looking for a forensic
psychologist with clearance who’s done work on cybercrimes in the past. Agent
Anette said that you were the best.”

“Is this about the ExchangeWatch hack?”

“m not at liberty to say, ma’am. If you’re willing and able to help us out, | can
give you a full briefing once you commit.”

“Of course,” Rebecca said, familiar with this annoying formality. “When do you
need me?”

“Today, if possible.”

“Right.” She said, scanning through a list of meetings she had scheduled in her
day planner, “Let me see if | can move some things around at the lab. It’s disserta-
tion research season, so this isn’t the greatest time. Where are you calling from?”

“I'm in the New York office. You know where that is?”

“Yes, I'm familiar with it.”

“Great. They'll be expecting you downstairs. I'll brief you when you arrive.”

Rebecca drank the last sip of her now cold coffee and set to work calling her
Ph.D. students to inform them that she wasn’t going to make it into the lab. Once
finished, she got into her car and drove off to Katonah Station to catch the Metro
North into the city. She arrived at the Javits federal building two hours later.

Rebecca walked through the revolving door at the foot of the building into the
lobby and checked in at the front desk. Pushing through the turnstiles, she made
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herway to the elevator bay and ascended through the building to the FBI field office
on the 23" floor. When the doors opened, a sharply dressed, middle-aged man in a
gray suit was waiting. It was agent Kepler.

“Ms. Saxon?” Kepler asked.

“Agent Kepler,” Rebecca said warmly, extending her hand. “Please, call me Re-
becca. Only my undergrads use my last name.”

“Pleasure to meet you, Rebecca. Thanks for coming down here on such short
notice. Let’s not waste any of your time. If you’ll follow me.”

Agent Kepler swiped his ID on a small keycard reader and led Rebecca through
two large glass doors which separated the elevator bay from the rest of the floor.
Passing through rows of desks, Kepler brought Rebecca down a hallway to a small
Spartan office in the middle of the floor with a desk, a phone, and three chairs.
There was a mirror at the back of the room, and a small security camera attached to
the ceiling in one of the corners.

“This is one of our interview rooms,” Kepler said as he watched Rebecca take
stock of the space. “Sometimes people call them interrogation rooms, but I find
‘interview’ to be a friendlier word. Please take a seat and get comfortable. Can | get
you anything to drink before we start? Water or coffee?”

“Water would be great, thank you,” Rebecca said, sitting down in one of the
chairs.

Kepler nodded and disappeared down the hall, returning shortly with a glass of
water for Rebecca and cup of coffee for himself.

“Here you go,” he said, placing the glass of water in front of Rebecca, and then
settlinginto the seat across from her. Rebecca took a sip of water and, putting down
the glass, noticed Kepler scrutinizing her for a split second. Kepler quickly became
self-aware and broke his gaze to take a swig from his mug.

“What is it?” Rebecca asked.

He choked down the coffee before he spoke. “I'm sorry. Very few of the experts
I've brought have resumés as impressive as yours,” he paused for a second, thinking
about his words, “...and only a fraction of them have been women.”

Rebecca sighed heavily, “I appreciate that, agent. Despite women’s role in pio-
neering computing, for the past few decades, it’s largely been a boy’s club, and that
includes research around the topic area. It’s an unfortunate fact about this field, as

is true with many others, that | needed to stand a couple of heads above my male
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colleagues for them to see me at eye level.”

Kepler gave a solemn nod. “Did you always know that this is what you wanted to
do?” he asked.

“Hardly,” Rebecca said, “In high-school, I thought | wanted to become an econ-
omist. I had always been interested in understanding how people made decisions
and believed that following in the footsteps of economists, you know, those who
purported to know about such things, would provide me with the insights | was
looking for. When | got to college, | took an intro econ class, and | remember walking
out of the second or third lecture with a sour taste in my mouth.”

“Bad lecturer?” Kepler joked.

“No, he was quite good, but | couldn’t reconcile what he was teaching with this
intuition that | had. Like every other classical economist out there he was steadfast
about modeling people’s decisions as if human brains were like simple computers.
He said that the “right” way to think about people was as calculating, unemotional
maximizers and that didn’t sit well with me. | had seen enough of my friends wake
up with hangovers too many times to believe that they were doing a good job of
maximizing their utility, and after watching my professor stumble out of the faculty
bar one night, | was certain he wasn’t that good at it either.”

Kepler chuckled, “I can see what you mean. But, you’re not an economist, so
how did the switch happen?”

“Well, I caught wind of a lecture from a high-school friend of mine at Stanford
that I shouldn’t miss. She said it would change my worldview. | was skeptical, but |
went anyway. My friend ended up being right, and the professor who gave the lec-
ture turned out to be this guy named Amos Tversky.”

“You mean, like Kahneman and Tversky?”

“So, you're familiar?”

“I read Kahneman’s book a few years ago. | thought it was great—incredibly in-
sightful.”

“Those insights, the ones that Kahneman and Tversky developed, were what
changed everything for me. The next semester | switched my major to mathemati-
cal psychology, which more or less combined what I appreciated about the practice
of economics with these new insights.”

“Why switch everything up like that instead of just integrating what you were

learning into economics?”
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A BRIEF HISTORY OF
BEHAVIORAL ECONOMICS

“You know and I know that we
do not live in a world of Econs.

We live in a world of humans.”’
—RICHARD THALER

Such were the feelings of a few bold academics (among them, Daniel Kahneman, Amos
Tversky et al.) who started noticing flaws in traditional economic models in the 1960s
and 70s. Building off of the work of the pioneering Cognitive Scientist Herbert Simon,
these economists birthed the field that would later be known as behavioral econom-
ics. Behavioral economics, in Thaler’s words, “is not a different discipline; [rather,] it is

economics done with strong injections of good psychology and other social sciences.®

Today, academics continue to use these early theories to think through ways to help real
humans. In practice, taking a behavioral approach means beginning with the proposi-
tions that context matters, that awareness does not guarantee action, that we all have
predictable biases, and that both monetary and non-monetary costs and benefits drive
decisions. It means focusing less on how people should act, how we expect them to act,

or how they intend to act, and more on how they actually act.

The behavioral approach generates new ways to examine problems, particularly when
focusing on bottlenecks, or specific features of the decision or action context that can
affect behavior. With the right tools, identifying those bottlenecks can help to derive

fresh and compelling solutions.




“Because | began to fundamentally disagree with some of the major assump-
tions classical economists made. The rational actor model that economists es-
poused for years was missing important considerations.

Kahneman and Tversky showed that peoples’ cognition was limited, which
caused people to exhibit systematic biases that would, at times, lead them to act in
ways that appeared to conflict with their intentions. But, what was most interesting
to me was the pernicious effect of context on peoples’ decisions and actions. | real-
ized that depending on the context, | could predict where biases might pop up, and
| wanted to understand better how that worked.”

“How did you end up focusing on human-computer interaction?”

“Context, | guess?” She said with a smile, “I had a friend in college who was a
brilliant computer scientist. Truly an incredible mind and passionate about it too.
One day she came back to my dorm ranting and raving about this Macintosh 128k
that the computer science department had purchased for its lab. She said | had
to see it, so she grabbed my hand and pulled me across the campus to check it
out. It was the first time almost anyone had ever seen a computer with a graphical
user interface, but it was immediately apparent to me that everything was about
to change. I imagined a universe in which we were all immersed in these computer
environments, interacting with ideas and tools in this virtual space, and I asked my-
self whether all those human biases that Kahneman and Tversky found would end
up getting mitigated or amplified in that world. No one else was looking into these
questions, so | saw an opportunity to carve out a research niche for myself. | had a
few published articles under my belt when | graduated, and by the time I finished
my Ph.D. the world wide web was a brand new thing—the whole space opened up.
Fast forward a couple of decades, and here | am with my lab, continuing the work |
started in the mid-80’s.”

“Well, it looks like you managed to figure out how to keep yourself in high de-
mand indefinitely. It also appears that we never were able to figure out how to use
computers to get around people’s cognitive failures.”

“If we're the ones operating those machines, there will always be human failures.
This I can promise you.”

“Which brings us to the task at hand. Your intuitions were right about why | called
you in today. We're in the process of investigating the ExchangeWatch and Capital-

Corp hacks and wanted to get your thoughts about the decisions and actions of
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some of the key players, with the hope that you can help provide some recommen-
dations about how to avoid these sorts of missteps in the future.”

Kepler briefed Rebecca on the FBI’s current understanding of the situation. The
attack vector had clearly been through the compromised account of an Exchange-
Watch editor named Peter Frank, but beyond that, it had been very hard for the
FBI to unearth any additional information on the motive or the bad actor. Whoev-
er committed the hack had covered their tracks pretty well. Kepler also informed
Rebecca that while CapitalCorp had said that they were working in cooperation
with the FBI, in reality, they had been quite cagey about providing any data that
could potentially support the investigation.

“All we have are bits and pieces, none of which gives a healthy perspective on
what happened. So, we have to start at the very beginning. Peter Frank is on his way
to the office now, and I'd like for you to interview him to see if you can glean any
helpful information about how this all took place, and where we might want to start
looking next. You up for it?”

“I'll help any way that | can,” said Rebecca. “But first, what can you tell me about
Peter Frank?”
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CHAPTER 3

TAKE ME OUT TO THE BALL GAME

AN AGENT ESCORTED PETER FRANK into the interview room and prompt-
ly disappeared to get Peter something to drink. By Rebecca’s estimation, Peter
couldn’t have been more than twenty-three. He was dressed casually in jeans and a
flannel and looked intimidated in the presence of the FBI agents.

Kepler stood to shake Peter’s hand. “You find the building alright?”

“It was easy enough,” Peter said.

Keplerintroduced Rebecca as his colleague and offered Peter a seat at the table.
“It must have been a crazy few days for you.”

The door opened, and the agent who had disappeared returned with a glass of
water. He placed the glass in front of Peter and left again, closing the door behind
him. Peter picked up the glass with two shaky hands and took a sip, spilling some
on the table. Peter scrambled to mop up the water with his sleeve. “Sorry, I think I'm
just a bit nervous.”

“It’s ok,” said Rebecca. “This is your first time in an FBI office, right? It’s no big
deal. Do this with me, just take a deep breath.” Rebecca sat up straight in her chair,
and lifting her chin with her eyes closed, took a deep breath in and out through her
nose. “Give it a try with me.”

Peter nodded and then mimicked Rebecca. Sitting tall in his seat, he took a few
deep breaths with his eyes closed. He opened his eyes and looked at Rebecca with

a timid smile.



“Feeling a little bit better?” Rebecca asked.

“Yes, a bit. Thank you.”

Rebecca gave him a warm smile. “Before we get started, would you like to tell us
a little about yourself? Sometimes | find that’s an easier place to start.”

“Sure,” Peter said.

Peter gave them a truncated life story, explaining that he had grown up in a small
suburb of Boston, went to college thirty minutes from his parent’s house, and left
New England to take a job in the big city. As Peter spoke, Rebecca watched as the
anxiety left his shoulders. She looked to Kepler and gave a small nod letting him
know he could begin with his questions.

“So, Peter, are you ready to answer a few questions for me?” Kepler said.

“Yes,” Peter said. “I'm ready.”

Kepler nodded, “My forensic team took a look at your computer, and | have to say
itwas ugly. They found a bunch of malware, most of which was relatively benign, but
one, in particular, was not. Do you happen to remember what you were doing with
your computer on September twenty-ninth of this past year?”

“What do you mean?” Peter asked.

“The malware we're concerned with was installed on the twenty-ninth of
September, and it’s a pretty mean bug. By exploiting a known vulnerability in your
computer’s operating system, the malware was able to break into your stored login
information, including passwords, and transmit that information to some currently
unknown third party. We believe that is how they were able to obtain your login
credentials. Do you remember downloading something that you shouldn’t have?
Goingto awebsite you should have avoided? Using an unsecured USB key? Anything
like that?”

Peter sat there for a moment thinking. His eyes scanned left and right as he
rummaged through his memory. All of a sudden, he stopped and looked up. “I think
I'might know what happened. Let me check something real quick.” Peter reached
into his pocket and pulled out his cell phone and began to scan through his calen-
dar. “Yeah, I think | remember that day.” Peter put his phone back into his pocket. ‘I
stayed late at work because | had a big assignment due in the morning. | remember
being frustrated about it because there was a Red Sox game that | wanted to watch,
but | couldn’t leave the office and watch at home, so | decided that I'd try to stream

the game on my computer. It was going to be like twenty bucks to stream from the

18 // DEEP THOUGHT



THE AFFECT HEURISTIC AND BAD LINKS

esearch has shown that people sometimes judge the risk of taking a particular

action, not based on any calculated risk, but instead on how they feel about the

decision or action. If they feel positive about the outcome of that action, they
are more likely to judge the risks of following through as low and the benefits high, while

the opposite is true if they feel negative about it.°

Behavioral scientists have found this appeal to affect (emotion) often determines the
perceptions of risks in significant ways. Calculating risk can sometimes be complicated,
so to simplify things, people often use a shortcut called the AFFECT HEURISTIC. In
other words, instead of weighing all the potential costs and benefits of a particular ac-
tion or decision, people rely on their emotion, or "go with their gut," when considering

whether to follow through on a potentially risky activity.

To help illustrate this, consider an intuitive (and perhaps unsettling) example of the
affect heuristic in health. Cigarette advertising is sometimes designed to increase the
positive emotions associated with smoking by presenting images of attractive peo-
ple happily puffing away. By deliberately associating smoking with positive imagery,
advertisers may have the effect of significantly diminishing perceptions of smoking’s

substantial risks.*

In the case of Peter, who loved watching the Red Sox play, the positive affect associat-
ed with his hometown team caused him to misjudge the benefits and risks related to
streaming the game and downloading malware infested software. Being able to watch

the game can only be a good thing, right?

While it may be difficult to override Peter's die-hard Red Sox fandom, solutions in this
space should consider concretizing his risks and making his potential costs more sa-
lient by putting vivid information about specific malware consequences into browser
warnings or search results. Instead of letting Peter leave the decision up to his gut, good
user interface design could provide consequential information to Peter when he needs

it most.




MLB website, so | looked for a free site instead.”

“Did you manage to find a site?” said Kepler.

“Yeah. | think | looked through five or six search pages before | found one that
worked.”

Rebecca wrote a note down on a pad of paper in front of her. “When you say ‘it
worked, do you mean it worked immediately? There were no other steps besides
going to the page and starting the stream?”

“It wasn’t that simple. | remember that it didn’t work at first. When | clicked to
start streaming the game | got a pop-up saying | had to update the media player.”™”

“And?” Rebecca asked.

Peter looked down at the desk, “I mean, yeah, | clicked on it, but | wanted to
watch the game. | didn’t think something like this—" Peter took a deep breath. “I
didn’t think something like this would happen.”

Peter looked despondent. Rebecca reached across the table and put her hand
on Peter’s arm. “It’s ok, Peter. This kind of stuff would happen to my daughter all
the time. | remember some years ago having to clear my computer of some gross
adware because she had her friends over and they were using my computer to try
and find an illegal stream of some movie that had just been released in the theater.
Nine of the ten sites they tried didn’t yield anything, but on the tenth one, found the
movie and pick up a whole host of infections in the process.”

“Your daughter sounds like the conscientious type,” Kepler joked.

“She’s a security analyst now, so she knows better. But, Peter, my point is that
you’re not the criminal here, and you’re doing what you can to fix the situation by
talking with us. You alright?”

“Yeah, I'm ok,” Peter said. “It’s just frustrating.”

“I'understand,” Rebecca said. “Let’s change the subject a bit. So, you like the
Red Sox?”

Kepler turned to Rebecca. “Why is this relevant?”

“It’s relevant. Just let him answer the question.”

" In one study, users were 28 times more likely to be infected by malware when visiting piracy sites than
compared to a control group comprised of legal sites. Another report found that as many as 50% of the video
overlay ads on free livestreaming websites are malicious. Risk IQ Digital Bait report: https://media.gractions.
com/314A5A5A9ABBBBC5E3BD824CF47C46EF4B 76/0 1f-49a do1ff.pdf;

KU Leuven-iMinds & Stony Brook Study: https w.k ish/news/2016/malware-data-theft-

and-scams-researchers-expose-risks-of-free
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WARNINGS, HABITUATION,
AND GENERALIZABILITY

cross the board, getting users to be attentive and adhere to security warn-
ings can be quite difficult.®»*%*3 This is concerning because warnings represent
one of the last lines of defense in protecting computer users from malicious
attacks and vulnerabilities. However, users, like Peter, are confronted with various
sorts of warnings on a regular basis, many of which have few immediate consequence if
ignored, and some simply being false positives.* This is a problem. Psychologists have
been studying how people react to repeated stimuli for many years and have found that
over time people’s psychological and emotional response to those stimuli decreases, a
process called habituation.'® In the context of warnings, habituation can help explain

why people tend to ignore and click through warnings automatically.*

HABITUATION can be even more problematic because of the similarities of various
user interaction paradigms across different types of warnings. For instance, browser-
based SSL warnings and malware warnings look relatively similar and require simi-
lar actions from the user to either adhere or ignore them. Habituation to one warning
(SSL) can generalize across to other similar looking warnings (malware, etc.), and even
warnings and other prompts that share similar user interaction elements (e.g. update
prompts).}” However, the more pernicious problem is not merely that users are gener-
alizing their habituated actions (clicking through) across different warning types, but
that they also may be generalizing the perceived risk associated with the warnings they
ignore across different warning types, despite the fact that some threats are much more

significant than others.

One way that we might fix this problem is to build warnings that don’t incorporate
familiar Ul elements and require the user to do different sorts of actions if they wanted
to click through. Forinstance, some researchers have examined how polymorphic warn-

ings or those that change shape and color can improve adherence to warnings.




“Uh, yeah.” Peter said. “I love the Red Sox. | grew up in suburban Massachusetts,
so it’s basically in my blood.”

“Baseball generally?”

“l'used to play in high school. I like baseball a lot.”

“You watch many games?”

“Probably close to a hundred fifty games a season. | watch almost every Red Sox
game, and the one on the twenty-ninth was a big one. The Red Sox were playing
the Yankees. | never miss those. That’s part of the reason | wanted to find a way to
stream it.”

“Did you think about the risks involved in streaming the game illegally?”

“I'mean, | guess, but | wasn’t worried about it. | knew that | might get something

on my computer, but | just wanted to watch the game.”

First Time Second Time

®
MALWARE DETECTED!

MALWARE DETECTED!
HIS SITE HAS BEEN BLOCKED.
/= \S'TING THIS PAGE WILL PUT
9 \UR COMPUTER AT RISK OF

CTION.

Third Time

Fourth Time

Rebecca wrote a note on a notepad in front of her. “Before the website loaded,
did you get any warnings? Anything letting you know that there might be malware
on the site?”

Peter thought about it for a second. “Now that you mention it, yeah, | did.”

“Do you remember what the warning said?”

“No, not really, but I don’t trust those warnings. Warnings pop up all the time for
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THE CHOICE ARCHITECTURE OF UPDATES

very decision—from choosing a type of toothpaste at the supermarket to de-
ciding which field of cancer research to fund—entails contextual features that

influence the resulting behavior.

How many types of toothpaste are there? Where on the shelf is the toothpaste, eye level
or at the bottom? Which tube of toothpaste is next to the one you were initially consid-
ering? How much time do you have to make the decision? These questions represent a
tiny slice of what a behavioral scientist might ask when examining a decision's CHOICE
ARCHITECTURE. Choice architecture is a term coined by Cass Sunstein and Richard
Thaler to describe how the design of a particular choice context (e.g. grocery stores, up-

date interfaces, etc.) can influence people’s decisions and actions in predictable ways.!®

The decision of whether or not to update a computer system is no exception to Sun-
stein and Thaler’s framework—in this case, the presentation of Peter’s choice certain-
ly contributed to his failure to install a much-needed security patch. More specifically,
updates often require a quick and on-the-spot decision: Do | install now or later? If peo-
ple choose to defer, the update system will ask if they’d prefer a reminder “tomorrow,”
“tonight” or “later,” which at first glance may allude to a particular time, but that time
may not be precise enough for the user to follow through. Moreover, update systems
often present this decision when the user is short on time or attention, further increas-
ing the incentive to defer. Such a situation isn’t doing Peter any favors, especially if the

update prompt comes when he’s least likely to stop whatever he’s doing.

Awise “choice architect” might consider helping the user make a concrete plan to update
by providing more information about the particulars of the patch such as its purpose
and expected install time. Additionally, it might be prudent to ask users to schedule a
specific date and time so they can plan and commit to updating in the future. One could

also just remove the choice altogether and push updates automatically to the user.




legitimate sites. | was on a State Department site a few months back before | took a
trip and | got a browser warning. It’s just hard to know what’s real.”?

“Was the warning a malware warning or an SSL warning?”

“What’s the difference?”

“They’re different, but if you don’t know the difference, we can move on. How
frequently do you update software on your computer?”

“Every once in a while, but why does that matter?”

“Well -~

“The malware that was used to compromise your login information exploited a
flaw in the operating system software,” Kepler said. “However, the people that built
the software found out about the error they embedded almost six months ago, and
released a patch a few months after that. You could have avoided all this had you
been regularly updating your system software.”

“Can you blame me? My computer asks me to install updates at the worst times.
Whenever I’'m prompted to install an update, I'm usually in the middle of some-
thing, so when it asks me if | want to update now or later, | always choose later. That
doesn’t happen to you?”

“When did you last install an update?” Rebecca asked.

“God, I don’t even know. It must have been months ago, | guess.”

“Do you remember how you decided it was the right time to install the update?”
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THINKING FAST AND THE INTERNET

n his award-winning book “Thinking, Fast and Slow,” Daniel Kahneman builds on
an idea from psychologists Stonavich and West, that our decisions result from two
systems at work in our brains: “SYSTEM 1” and “SYSTEM 2.”*° System 1 is fast-
thinking, operates automatically and intuitively with little or no effort and no sense of
voluntary control. System 2 is slower and requires conscious effort. System 1 dominates
many of the numerous decisions we make every day. We use System 2 less frequently

because it demands more effort.

System 1is at work when you can sense anger from someone’s tone, or when you decide
to put on shoes every morning before you go outside. System 2 is at work when you suc-
cessfully fill out and file a tax form each year. Our reliance on System 1 surprises many
despite its necessity. If we had to think about every tiny decision consciously, we’d be

paralyzed by choice and never leave the house.

However, our reliance on System 1 can negatively affect our decision-making. Instead of
considering many decisions with the deliberateness that they deserve, we instead use
mental shortcuts that generally serve us well, but can sometimes cause us to misjudge
risks and likelihoods,* be inattentive to small details,* plan poorly,* or make us over-

confident in our abilities.

Our computers, smartphones and the like, have helped shape a world dominated by

speed. Consequently, we are foisted into a world of System 1 thinking where slowing

down is seen as an inconvenience.? This wouldn’t be a problem if computer algorithms
could perfectly predict when a website poses a threat, or when an email is actually a
phishing attack, but so long as we can’t outsource our risk assessment to computers,

people will continue to err if they continue to operate in automatic mode.
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“l guess, sometimes | just want to take a break from work? | can let the computer

Complex
Decisions

sit for thirty minutes and walk away. That’s probably what happened.”

Rebecca had finished her questions, but Kepler continued with Peter for another
fifteen minutes, asking him about his relationship with CapitalCorp and their per-
sonnel. CapitalCorp was not one of the organizations that Peter regularly worked
with as a junior editor, but he said he had pushed out a couple of press releases for
them over the past year when one of his colleagues was out of the office. At the end
of the interview, Kepler called in another agent to escort Peter to the elevator bay.

Kepler leaned back into his seat, hands cupping the back of his head. “All of it felt

mundane. The guy doesn’t update his computer, blasts through a browser warning,
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clicks on some bad links and gets his computer infected. It could have happened
to anyone.”

“Yeah, but it didn’t,” Rebecca said. “It happened to him.”

“So what do you think?”

Rebecca sat with her elbow on the desk; fist pressed into her cheek. “It’s just
strange. His emotions about the game got the best of him, and he made a riskier de-
cision than he might have otherwise, but | just don’t get how that could have kicked
the whole thing off. It’s not as if the malware targeted him in particular; anyone
could have stumbled onto that page. Whoever set the trap just got lucky.”

“Maybe.” Kepler looked up at the ceiling as he thought. “It’s crazy to consider
how all of this could have been avoided had he just kept his software up to date.”

“That always gets me. Better design could help fix a lot of these behaviors, but
the people who are concerned with creating the user experience always think that
you're going to piss off the user if you're too focused on security. You remember
what | was saying before about whether computers could help mitigate people’s
biases?”

“You mean about the Mac 128k?”

“The people who design computer hardware and software would rather help
people make faster decisions than slower ones. It’s always about more process-
ing power, faster internet speeds, and more responsive interface designs, but that
comes at a cost. There are some circumstances when people should be acting de-
liberatively and thinking critically about a risk they’re about to take, but designers
have made it far too easy to blast through a warning and dismiss an update prompt.
When people think about this stuff too quickly, that’s when they take mental short-
cuts and get themselves into a compromised situation.”

“You're talking about Kahneman again? System 1, System 2?7

“Basically. I think solving these sorts of problems is about figuring out when you
need to slow down the user, get them to consider an action before they take it.
Otherwise, we'll just have more incidents like this pop up," Rebecca said. "Anyway,
agent, are we finished for today? | need to get going. | have some work to get done
for my students.”

“Yeah, we're done. Thanks for coming down here today,” Kepler said. “I'd like for

you to join a few other interviews once | get them set up.”
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“Just let me know,” Rebecca said.

Kepler walked Rebecca back to the elevator bay. As Rebecca descended into
the lobby and out the front door of the building, she still felt unsettled about Peter
Frank. It was as though there was still some critical missing piece just beyond her

grasp. Why had Peter Frank been targeted?
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CHAPTER 4

D33PTHOUGH]1

[7/14/2016 16:251 <D33pThOugh1> update?

[7/14/2016 16:251 <NerfHerder> | found it for you

[7/14/2016 16:251 <D33pThOughl> how many?

[7/14/2016 16:251 <NerfHerder> four

[7/14/2016 16:25]1 <NerfHerder> there were others but no logins

[7/14/2016 16:25]1 <D33pThOughl> perf

[7/14/2016 16:26]1 <NerfHerder> u owe me

[7/14/2016 16:261 <D33pThOughl> I'll put the .4 btc into your wallet
[7/14/2016 16:261 <NerfHerder>.5

[7/14/2016 16:261 <D33pThOughl> we agreed on .1 per

[7/14/2016 16:261 <NerfHerder> change of plans

[7/14/2016 16:26]1 <D33pThOughl> we had an agreement

[7/14/2016 16:271 <NerfHerder> do you want these

[7/14/2016 16:271 <D33pThOugh1> .4

[7/14/2016 16:271 <NerfHerder> do you want these

[7/14/2016 16:271 <D33pThOugh1> fine

[7/14/2016 16:271 <NerfHerder> where do you want me to drop the logins?
[7/14/2016 16:271 <D33pThOugh1> ssh to 104.139.245.40 whats your incoming
[7/14/2016 16:271 <NerfHerder> 189.141.39.57

[7/14/2016 16:271 <D33pThOugh1> pw 01100001 01110011 01110011
[7/14/2016 16:28]1 <NerfHerder> really? ill send along when i get the deposit
[7/14/2016 16:291 <D33pThOughl1> sending now



THE FILE FROM NERFHERDER APPEARED in the server less than a min-
ute after the payment went through. D33pThOughl opened the file and, scanning
through its contents, quickly discovered that the information she was ultimately
looking for wasn’t there. Instead of finding the usernames and passwords for the
four employees’ ExchangeWatch accounts, NerfHerder delivered a constellation of
various logins for other web services, social media accounts, and web merchants.

And that was the cardinal truth: while deep web smugglers like NerfHerder could
find most anything after looking in the right places, finding most anything was more
common than finding anything, so NerfHerder’s inability to turn up all of the specific
login credentials wasn’t unexpected.

Even without the ExchangeWatch login info, the data dump still proved helpful.
Hidden among the social media passwords and merchant logins were enough clues
for D33pThOughl to piece together what she needed.

Thefirst step was to figure out the targets’ ExchangeWatch usernames. However,
this took relatively little effort. The vast majority of enterprise services don’t require
employees to generate usernames for themselves. Instead, often an organization’s
administrator sets up employee accounts using the employee’s corporate email as
their username. Using emails as usernames might be easier for the employees to
remember, but it also takes a lot of the guesswork out of the hack. D33pThOughl
did a web search for “@exchangewatch.com email” and combed through the re-
sults to see if she could figure out how to reconstruct the account logins for the four
employees.

The search results turned up a few examples of ExchangeWatch emails. The first
was on an email list maintained by some fraternity alumni group on a publicly ac-
cessible web page. The second one she found was at the bottom of a blog post
titled, “How to write press releases to get traction,” authored by an ExchangeWatch
employee, while the third was on a year-old list of emails compiled for attendees of
a public relations conference. D33pThOughl found that each of the ExchangeWatch
emails followed the same format of first initial last name @ exchangewatch.com and

was quickly able to reconstruct the usernames of the four targets.

32 // DEEP THOUGHT



/i
INCOMPLETE RULES OF THUMB

he now all-too-familiar secure password rules (e.g. including at least one up-
per case and one lower case character, one number, one special character, etc.)
were originally devised to help guide users to create passwords that were com-
putationally harder to crack using brute force techniques. However, these rules were in-
tended to be applied to randomly generated passwords, which is problematic because
human beings struggle at both creating and remembering random strings of characters
(e.g. letters, numbers, symbols, etc.). Instead, people end up applying these rules in

ways that are systematic and predictable, undermining their security in the process.

For instance, one could imagine someone adhering to the general rules of thumb for
strong passwords while still making a password that’s easy to guess. The user might
construct a password first by considering a password or phrase that is easy for them
to remember, such as “randomness,” and then applying the strong password rules
afterward. For instance, they may change the “r” to R, the “0” to a zero, and the “s” at
the end to a “$” so that they end up with “RandOmnes$” instead. Entering in a pass-

word like “RandOmnes$,” users might get lulled into a false sense of security, believ-

ing that they had followed the rules of thumb well, reinforced by the fact that the user

interface provided feedback that the password was “strong.” However, a password
like “RandOmnes$” would be easy to crack because of the formulaic application of the
secure password rules. Understanding that people aren't good at doing anything
randomly, we must ask: How do we help users generate secure passwords that are also

easy to remember?

To combat these issues, sites that require authentication should consider enforcing
new rules of thumb that make randomness a requirement while still producing easy
to remember passwords.?®> One stronger heuristic would be to encourage the use of
passphrases that leverage randomly selected dictionary words (e.g. “falsefrogpaper-
bell” or “obesedragonmagentatissue”) to nudge users to use longer, more memorable
passwords that are simultaneously harder to crack. Additionally, to get around weak
password construction, websites may need to increasingly focus on ways to nudge users

to adopt two-factor or multifactor authentication.




STRONG PASSWORD: HARD TO REMEMBER

PLEASE LOG IN 1 O DAY S

USER NAME:
I_) PASSWORD: [ | LATER

PLEASE LOG IN

USER NAME:
PASSWORD:

WEAK PASSWORD: EASY TO REMEMBER

PLEASE LOG IN 10 MINUTES
USER NAME:
b) PASSWORD: [ |

LATER

PLEASE LOG IN

USER NAME:
PASSWORD:

The next step was to crack their passwords. While a little trickier than divin-
ing usernames, cracking passwords was far from an impossible feat. Besides,
D33pThOughl only needed one to succeed. She pulled up the lists of passwords
used by the four targets on other sites and began combing through them. Two of
the four targets appeared to be abnormally conscientious about their password
choices. Each of their multiple passwords looked like a random assortment of char-
acters, numbers, and symbols. D33pThOughl knew she could try to use brute force
methods to figure out the passwords, but considering the ease with which a diligent
IT security manager could use their host intrusion detection or log correlation sys-

tem to identify this kind of attack, she decided on a more clandestine strategy.
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The two other users had not been nearly as careful as their colleagues. It wasn’t
as if they had just chosen ‘password,” but their choices weren't much better than
that. One looked like they had done their best to adhere to some of the relatively
standard “strong password rules”such as using at least eight characters or includ-
ing numbers and symbols. However, these characteristics were tacked on to the
beginnings or ends of easily searchable dictionary words, or used in place of easily
recognizable letters. For instance, the password “doggie” had become “Doggiel!”
and “pastasalad” had become “P@st@s@|@d*.” To the users’ credit, despite the for-
mulaic application of the strong password rules, the dictionary words used across
the passwords were entirely different. Again, not an insurmountable barrier—but,
there was a simpler alternative.

The last employee, one Peter Frank, was by far the least secure of them all. For
starters, Peter’s social media password had been captured in the keychain and was
clearly an artifact from a bygone era. The password read “fenway,” was six charac-
ters long, and used none of the strong password rules. It was the sort of password
that the social media company no longer allows new users to create; yet, here it
was. Peter had probably generated that password for himself in middle school
and never changed it. The remaining passwords in the keychain were “Fenwayl1,”
“Fenway!l” “RedSox1!,” and “Redsox!1.” Jackpot.

D33pThOughl wrote down the four password combinations on a piece of paper,
and added to them some similar variations, replacing ‘I’s with exclamation points,
and selectively capitalizing and lower-casing several letters. Testing the combina-
tions was a simple exercise, but took a bit of time. To make it harder to detect her
intrusion, she spaced out the testing of each password over a couple of days, never
trying more than one password at a time and always waiting a few hours before a

subsequent attempt. She always made sure to use public Wi-Fi and protect herself

"While strong password rules are intended to get users to build passwords that are harder to crack, they are
best applied randomly. However, people have a tendency to use these rules in very predictable ways. Take,
forinstance, the passwords Behave42 Scienc39 and Noplac33 - long and seemingly complicated passwords
that would likely pass most password strength tests. However, a good hacker can easily crack these sorts of
passwords. Each of the three passwords above represents a standard password “topology.” This particular
topology follows the pattern of one uppercase letter (u) five lowercase letters (l) and two digits (d) or “ullllldd”
for short, which in one study was found to occur in over 12 percent of cracked passwords. Hackers can use
this insight to build software that can crack passwords in smarter, more efficient ways. - Hank Leininger (June
2014) PathWell: Password Topology Histogram Wear-Leveling. Kore Logic. Presentation for BSides Ashville
2014. Retrieved from https://www.korelo
on October 20, 2016

esources/Presentations/bsidesavl_pathwell_2014-06.pdf
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/4
STATUS QUO BIAS AND PASSWORDS

j asswords are sticky. Once a user creates and remembers a password, chances

are they’ll keep using it, which can significantly reduce its security.? When sign-

ing up for a new website or service, users reuse passwords they’re already using
on other sites. Additionally, if a password must be changed, the user may change on
character from a previous password (e.g. password1l to password?2). By sticking with one
or two different passwords across multiple services, users put themselves at greater